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Compliance does not equal security
The media these days is saturated with coverage of cyber breaches and the massive volumes of data exfiltrated. Industry statistics
show that the number of records exposed through these breaches more than doubled in 2018 from 2017. An examination of recent
high-profile attacks shows many of the more notable breaches occurred at companies with high compliance requirements, such
as Target and Equifax. The takeaway is that simply meeting legal requirements is not enough to prevent cyberattacks, Compliance
does not equal security. Cybercriminals aren’t worried about your organization’s cybersecurity requirements or standards. They
simply want to find and exploit the weak points or a risky endpoint in your environment. Expert analysis indicates many of these
breaches had one element in common: they took advantage of a “risky endpoint” in the enterprise environment to gain entry.
The enterprise environment has a staggering variety of assets. Each internet-facing element can be attacked in hundreds of ways.
Weak passwords, software vulnerabilities, misconfigurations and numerous other vectors can be leveraged to compromise some
enterprise asset and gain an initial foothold inside your network. Once in, the adversary can rapidly move across the enterprise
to locate and compromise an important asset — and you have a major breach. The adversary can attack and compromise your
environment from any one of millions of permutations and combinations of methods.
Most data breaches occur because organizations lack a clear and complete understanding of their attack surface and any presence
of risky endpoints. It is very difficult to figure out the overall breach risk -- you are operating in the dark.

The Universal Challenges
As organizations of all sizes embrace digital transformation and the shift to cloud and mobile applications, their IT infrastructure is
both expanding and becoming more complex. Indeed, 68% of respondents to an ESG research survey said their IT environment had
grown more complex in the last two years.
Figure 1.

The ever-growing attack surface

Gone are the days when cybersecurity simply involved protecting your endpoints and monitoring internal networks behind the
firewall. As businesses have grown online and, in the cloud, their attack surface has exploded. The broader attack surface and
heightened complexity open up enormous opportunities for innovative hackers.
The modern business’s digital environment needs to interconnect with external services, sometime in the form of homegrown
cloud-hosted applications, or through interconnection with third-party federated applications. A key challenge that IT and security
administrators face is to gain clear and accurate visibility into the enterprise attack surface, identifying risky endpoints in the
environment and detecting misconfigured endpoints.
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To protect against malicious actors, enterprise security needs to evolve more than just endpoint protection -- it needs to change
its perspective entirely by realizing that the endpoint environment and installed applications play a bigger role than most realize.
Thinking in terms of just endpoint protection no longer works. To understand risk in an organization and control the attack surface,
you need visibility into the organization’s assets, the asset configuration, applications in use, security controls, user behavior and
much more.

Security skill shortage

In a recent survey by ESG on top challenges faced by IT organizations, respondents were asked to identify areas where their
organization suffered a problematic shortage of skills. In 2018-2019, cybersecurity skills topped the list, named by 53% of
respondents. IT architecture/ planning skills came second, at 38%. Alarmingly, the cybersecurity skills deficit has held the top
position in ESG’s annual survey every year. At the same time, the percentage of organizations reporting a problematic shortage of
cybersecurity skills continues to increase.
This acute worldwide skills shortage places organizations at higher risk of cyber-attack. According to reports, the global annual
cost of cybercrime is expected to exceed $2 trillion by 2020. As the skills gap widens, businesses will face more exposure to
cybercrime and increased risk to their infrastructure and customers. Organizations seeking to fill positions can experience delays
of six to nine months in finding qualified candidates. This has serious implications, forcing organizations to operate in a critically
understaffed environment. As a result, many IT security teams lack advanced skills in analytics, forensic investigations, and cloud
computing. Furthermore, given the pressure on existing resources, little time is invested in ongoing cybersecurity training, and the
job satisfaction of existing cybersecurity staff can suffer.

Too many tools

The cybersecurity community is not immune to the “Shiny Object Syndrome,” and the marketplace is replete with existing and
upcoming shiny objects to address various cybersecurity problems. Is your security team suffering from security tool fatigue? Is
your team overburdened with the vast array of unmanaged tools? Does it have a hard time keeping up with the information feeds,
procedures and updates?
The latest ESG survey found that 40% of IT security admin teams use between 10 and 25 security tools, while 30% use 26-50 tools.
These numbers are much higher in the financial sector, where 73% of organizations use 35 tools or more. The sheer number of
tools is not a problem; the real problem lies in the lack of integration among these tools and the disjointed functionality they offer.
(https://www.esg-global.com/hubfs/pdf/ESG-ISSA-Research-Report-Life-of-Cybersecurity-Professionals-Apr-2019.pdf)

Modern day cyberattacks
The 2017 WannaCrypt (WannaCry) ransomware attack created havoc around the world. WannaCry is a ransomware worm that
spreads rapidly through several computer networks. After infecting a Windows computer, it encrypts files on the hard drive, making
them impossible for users to access. The attackers then demand a ransom in Bitcoin to decrypt them.
The WannaCry ransomware consists of multiple components. It arrives on the infected computer in the form of a dropper, a
ransomware component that encrypts the files on the endpoint, and a worm component that infects other connected systems by
exploiting an unpatched SMB vulnerability in MS Windows systems.
Once an endpoint is infected, WannaCry tries to access a hard-coded URL (kill-switch). If that URL is not reachable, the ransomware
component searches for and encrypts files in various common formats, for example, Microsoft Office files, JPEG, MP3s, and MKVs,
making them inaccessible to the user. It then displays a ransom note, demanding $300 in Bitcoin to decrypt and restore the files.

WannaCry spread was preventable

The worm component, responsible for proliferation, is based on a SMB vulnerability exploit called EternalBlue, believed to be originally
developed by the U.S. National Security Agency. This exploit was stolen and made available on the dark web by a hacking group
known as the Shadow Brokers. Once on a Windows network, WannaCry managed to propagate itself and infect other unpatched
machines, with no human interaction. This self-propagating mechanism fueled its rapid spread.
Ironically, Microsoft itself discovered this vulnerability and released a patch to prevent WannaCry before the attack began. Microsoft
Security Bulletin MS17-010, released on March 14, 2017, updated the Windows implementation of the SMB protocol to prevent
infection via EternalBlue. Even though Microsoft had flagged the patch as critical, many systems were still unpatched as of May of
2017 when WannaCry began its rapid spread. For those unpatched systems that are infected, there is little remedy beyond restoring
files from a safe backup — a critical lesson is always keeping your system up to date with the latest security patches.
Despite all the publicity—not to mention the patches and best practices to help prevent it—WannaCry is still infecting systems. Not
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because a remedy is not available but the fact that these patches are not applied explains why malware like WannaCry can still
cause damage long after the remedy has been published. This shows how critical it is to gain visibility into the risks posed by the
endpoints in your environment and addressing them on time.
The bigger danger today is from WannaCry variants or, more specifically, new malware based on the same EternalBlue worm code
as WannaCry. All EternalBlue-based malware exploits the same Windows vulnerability, so the fact that these attacks are increasing
suggests that plenty of unpatched Windows systems are still out there. It’s only a matter of time before an attacker finds them.

Critical requirements of Endpoint Security
Endpoint Risk analytics and hardening

The comprehensive approach toward securing the enterprise environment starts with understanding the enterprise’s attack surface,
then identifying risky endpoints and hardening them to minimize their susceptibility to cyberattacks. At Bitdefender, we consider
this the preliminary step towards comprehensive security.
Endpoint hardening is a process of reducing endpoints’ attack surface through:
Operating system hardening – Keeping the OS up to date with the latest functionalities, removing unnecessary programs, security
features, configurations etc.
Services hardening – Shutting down unnecessary and unwanted services, processes, features and functionalities.
Endpoint misconfiguration analytics – Continuously monitoring endpoints for misconfiguration, then reporting and remediating.
Application hardening – Keeping applications up to date with the latest patches and bug fixes.
Many organizations use built-in OS tools, or tools provided by OS vendors such as Microsoft SCCM, to keep the OS up to date.
Others use third-party patch management solutions capable of patching the OS and most popular applications. Few tools are
available that can be used to identify and help remediate endpoint misconfiguration. One such tool is the recently announced
Microsoft Defender ATP Threat & Vulnerability Management, which scans the endpoint for OS and application misconfiguration and
missing updates/patches to compiles a vulnerability index.
The few existing tools that do perform some or all of these hardening actions are disjointed, with separate management consoles
and often managed by siloed teams. This adds confusion and delay, and leaves gaps in protection. An integrated solution for
comprehensive security is clearly needed.

Integrated Risk-driven breach prevention
An organization’s security requirements are driven by a variety of sources. The cybersecurity requirements of some organizations,
such as those in the financial and healthcare sectors, are driven by compliance with regulations. Other organizations find their
requirements are driven by a prior breach or a proactive prevention stance.
These approaches do help, but they fall short of achieving comprehensive security because of their narrow scope and requirements.
A more effective way to attain comprehensive security is through a holistic approach, including identifying risk-prone assets in
their environment and continuously assessing all endpoints for vulnerability, security settings, and providing either automated or
assisted remediation along with best prevention and visibility.
GravityZone gives IT teams the tools to create world class security processes. Endpoint Risk Analytics is one of the newest
technologies that we’ve introduced into the hardening process of our world class security solution, alongside other well-proven
functionalities such as Full Disk Encryption, Web Threat Protection, Device Control, Application Control and Patch Management.
Figure 2.

How Bitdefender’s Risk Analytics Works

GravityZone Risk analytics continuously scans all protected endpoints for over 200 indicators of risk (IoR) and calculates
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aggregated risk scores as well as scores specific to individual endpoints. These scores are displayed on the Risk Dashboard along
with the severity of the risk. As of now, the criteria used in risk analytics are mostly based on identifying endpoint misconfigurations,
because that is the single most common reason organizations get breached.
Endpoint Misconfiguration
System misconfiguration is one common reason endpoints get breached – more than 90% of past cybersecurity attacks were
possible because an endpoint in the environment was misconfigured or was missed some configuration, giving the attacker a point
of entry.
Some examples of system misconfigurations that can be exploited by attackers include:
•
Advanced Protection Disabled
•
Windows Telnet Service enabled for unencrypted incoming connections instead of using SSH servers allows unauthorized
third-party access to the computer.
•
Automatic Login Enabled reduces account protection, leaving it exposed for anyone to access.
•
User Account Control (UAC) Insecure or Disabled will not inform the user about third parties trying to install new software or
alter computer settings.
•
LM Hash Enabled when it should be disabled by default to avoid compromising password encryption and authentication.
•
ASLR (Address Space Layout Randomization) Disabled corrupts system security and should always be enabled.
•
Session Manager Protection Mode Disabled
•
Insecure Guest Logon Enableweakens the security of Windows clients. Insecure guest logons should never be enabled
because guest accounts are more prone to man-in-the-middle attacks.
•
No Autorun Disabled – this functionality should be turned off (disabled) because it otherwise allows code to be executed by
malicious actors, without user intervention or knowledge.
When any of these conditions, or any one of another 206 predefined conditions, are detected on the endpoint, the endpoint’s risk
score rises by a predefined amount, based on the severity of a specific condition.
With Enterprise Risk Analytics, IT administrators can now get a sense of the enterprise’s comprehensive security posture. The
overall risk score shown on the main dashboard is derived from the individual endpoint risk scores. The Endpoint Risk Analytics
user interface lets the administrator drill down from the overall risk score to individual endpoint risk scores.
GravityZone’s Risk Dashboard as shown in figure below (Figure 3) gives IT administrators visibility into the risk profile of all endpoints
secured by GravityZone. The main Risk Dashboard provides an overall risk profile. The top row shows the total number of protected
devices, risk score status and trend, OS specific devices, and device type (endpoint or server), etc.
Figure 3.

Figure 4.

Figure 5.
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The second row (Figure 5) shows the overall total risk score, and tiles show risk scores for individual endpoints by showing the
endpoint with highest risk score to the left-most side. Hovering the mouse over these tiles uncovers additional details such as
endpoint name, type, and category of risk, etc. If you click the “details” button on the tile, a detailed description of the risks will be
shown along with optional action to resolve the risk (if applicable) or a step-by-step description of how to resolve it. This gives IT
administrators a deeper understanding of the extent of risks the endpoints are exposed to, with details about how to remediate, as
well as automatic remediation in several cases.
The third row on the Risk Dashboard (Figure 6) covers Indicators of Risks (IoR), which show the types of risks present in the
enterprise environment. The color of the tile indicates the severity of the risk, and the digits at the center indicate the number
of affected endpoints. Clicking on the “Details” button reveals a detailed description of these risks in an extended window, with
remediation action if applicable.
Figure 6.

Summary
Effective cybersecurity cannot be achieved just by deploying EPP and EDR solutions. To stay ahead of evolving threats, visibility
into endpoint risk analytics is important. This can be achieved by continuously monitoring endpoints for various risk criteria, such
as endpoint misconfigurations analytics based on Microsoft Security baseline recommendations and other proprietary vulnerability
assessment criteria. Comprehensive risk analytics gives administrators visibility into the organization’s overall and individual
endpoint security posture. Endpoint Risk Analytics provides automated remediation with a single click for many risks and suggests
remediation actions for other complex risks (assisted remediation). Identifying risk-prone endpoints in your enterprise environment
and fixing vulnerability issues as quickly as possible will drastically reduce the chance of a large-scale breach. Managing an
enterprise’s digital risks is a critical measure that an administrator can take now to prevent tomorrow’s cyber breaches.
For more information, please visit: https://www.bitdefender.com/business/
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Bitdefender is a global security technology company that delivers solutions in more than 100 countries through a network of
value-added alliances, distributors and reseller partners. Since 2001, Bitdefender has consistently produced award-winning
business and consumer security technology, and is a leading security provider in virtualization and cloud technologies.
Through R&D, alliances and partnership teams, Bitdefender has elevated the highest standards of security excellence in both
its number-one-ranked technology and its strategic alliances with the world’s leading virtualization and cloud technology
providers.
More information is available at http://www.bitdefender.com/.

